N HaJeXXHas NpaBoBas NoAAePHKa

<[lncbmMo> MuHobpHaykn Poccmn ot 14.05.2018
N 08-1184
"O HanpasBneHnn nHpopmaumm”
(BMecTe ¢ "MeToANYEeCKMMN pekoMeHaauUnsaMm o
pa3MelleHnn Ha MHPOPMALIMOHHBIX CTeHAaX,
o1UManbHbIX MHTEPHET-CaUTax n Apyrux
MHMOPMALIMOHHBIX pecypcax
06LLe0bpa3oBaTeNbHbIX OpraHn3aLUum U OpraHos,
OCYLLIECTB/IAOLMX YrpaB/ieHne B cepe
obpa3oBaHus, MHPOpMaLMmM 0 6e30rnacHOM
noBeaeHNn 1 UCMoSIb30BaHUKN ceTn "IHTepHeT")

[okyMeHT npepoctasneH KoHcynbTaHTIINAIOC
www.consultant.ru

[ata coxpaHeHus: 06.06.2018


http://www.consultant.ru/
http://www.consultant.ru/
http://www.consultant.ru/

<Mucemo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHdopmauumn”
(BmecTe ¢ "MeToamyecknMy pekomeHgaumusamum o...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
Harta coxpaHeHus: 06.06.2018

MWHUCTEPCTBO OEPA30BAHMUA N HAYKW POCCUACKOW ®EQEPALINU

OENAPTAMEHT rOCYAAPCTBEHHOM MONIUTUKU B COEPE
OBLUEro OBPA30OBAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HANPABJIEHUA UHO®OPMALINU

[denapTtameHT rocygapCTBeHHOW nonuTMku B cdepe obwero obpasosaHua MuHoGpHaykm Poccun
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta Pepepauum no  pasBUTUIO
WHpopMaLUMOHHOro obLecTBa METOAMYECKME pEeKOMeHAauun O pasMelleHUn Ha MHAOPMALMOHHbLIX CTeHAax,
oduumanbHbiX MHTEPHET-canTax U Apyrux MHOPMAaLMOHHLIX pecypcax obLieobpasoBaTenbHbIX OpraHu3auni u
OpraHoB, OCYLLECTBNSAOLWMX ynpaBneHne B cdepe obpasoBaHus, WHGopmauum o BesonacHoM MoBeAeHUN U
ncnonb3oBaHuu cetn "HTepHeT".

OupexTop [enapTtameHTa
A.E.TTETPOB

Mpunoxexue

METOAMYECKUE PEKOMEHOALIMU
O PASMELLEHAUN HA UH®OPMALIMOHHbIX CTEHOAX, O®ULIMATIbHbLIX
WHTEPHET-CAUTAX U APYI'NX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA30OBATEJIbHbIX OPFAHU3ALIMA U OPFTAHOB, OCYLLEECTBNAIOLLNX
YNPABJIEHME B COEPE OBPA30BAHUA, UH®OPMALIMKA O BESONACHOM
NOBEOEHUMX N UCNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn u uneHamn BpemenHon komuccun CoseTa depepaumy nNo pasBuTUO MHEGOPMAaLMOHHOMO
obLlecTBa B paMKax BbINOMHEHUS peKoOMeHOauui napnameHTckux crnywaHmn "AkTyanbHble BONpockl obecneyeHmns
6e3onacHOCTV 1 pa3BUTUS AeTen B MHAOPMaLMOHHOM NpocTpaHCTBe", koTopblie npowwnn B Cosete ®enepaummn 17
anpena 2017 r., 6binn paspaboTaHbl MeTOAMYECKME peKOMeHAauuMn O pasMelleHMn Ha WHEGOPMAaLMOHHbIX
CTeHAax, oMuuUanbHbIX WHTEPHeT-calTax W APYrnX MWHMOPMAaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX
OopraHuM3auMin 1 OpraHoB, OCYLLECTBNAIWMX ynpaBneHne B cdepe obpasoBaHusi, uHdopmMaumum o 6e3onacHom
noBefeHUn 1 ncnonb3oBaHun cetn "MIHTepHeT" (danee - MeToanyeckue pekoMmeHaaumm).

MeToanuyeckne pekoMeHgauun HarnpasfeHbl Ha KayeCTBEHHOE MOBbLILWEHNE YPOBHS WMHAOPMALMOHHON
aearenbHoCcTU oOuweobpa3oBaTenbHbIX OpraHvM3auui M OpraHoB, OCYLLECTBRAKOLWMX ynpaBreHne B cdepe
obpas3oBaHMsi, B 4YacTu MHOPMUPOBAHMS YyyalUMXCs, WX poauTenen (3akoHHbIX npeacTaBUTENen) U
negarormyecknx paboTHMKOB 00 OCHOBHbIX acnekTax MHopMaLMOHHON 6e30MacHOCTH.

MeToanyeckne  pekoMeHZaumm No3BonAT  obuwieobpasoBaTernbHbIM  OpraHusaumMsiM U opraHam,
OCYLLECTBMAIOLWMM ynpasrneHne B cdepe obpas3oBaHus, akTyanMampoBaTb yXKe UCMNofb3yemMble U pa3MeLleHHble
NMH(OPMAaLIMOHHbIE MaTepuarnbl, Tak U NOArOTOBUTb UX B Clyvyae WX OTCYTCTBUSI C YYETOM JyylUUX MPaKTUK u
pekomeHaaunin.

B pamkax MeTogu4eckmx pekoMeHgaumn paccmMaTpmMBaloTCs CreayoLme MHCTPYMEHThI:

1. NHpOpMALMOHHBbIE CTEHAbI;

2. othuumanbHble UHTEPHET-PECYPChI;
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3. cpegcTBa MaccoBoy UHopmauny (LLUKOMbHbIE ra3eThbl, Negarorniyeckme u3gaHus n apyrue).
UHdopmaumnoHHbIe cTeHAabl

Ha wHdOpMauMoHHbIX CTeHdax B obweobpas3oBaTerbHbIX OpraHu3auusx, pacrnosioXeHHbIX B dhone
YYPEXOEHUN M B KaOWHeTax, OCHALLEHHbIX MepCOoHanbHbIMW YCTPOMCTBaAMM ANS Bbixoda B ceTb "VIHTepHeT",
pekomMeHayeTCcsi pasMecTuTb UHEOPMaUMOHHbIE MaMATKW, COOEepXallne OCHOBHblE COBETbl MO obecneyeHuio
NHGOPMALIMOHHON 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 Kk MeToan4YeckuM pekoMeHaaumsiM npeacrasrneH obpasel, NamMsaTkvM Ans pasMeLLeHns Ha
NH(OPMALIMOHHBIX CTEHAAX.

CpeacTBa MaccoBoW MH(opmauumn

B cpeactBax MaccoBoi MHGOPMaLWUM, OPUEHTMPOBaHHbLIX Ha OBYYaloLMXCs, PEKOMEHOYETCS B TeYeHue
y4eGHOro roga perynsipHo nyGnukoBaTb MH(OPMAaLMOHHbIE MaTepuarsbl, MOCBALWEHHbIE OTAEMbHBLIM acrneKkTam
MHbopMaLMOHHON Ge30nacHOCTH, a Takke pasnuyHble NamMsATKM OBLLEro XapakTepa.

B cpenctBax MaccoBoi  MHGOPMaLMKW, OPWMEHTUMPOBAHHBLIX Ha MefarorMvyeckyld  OBLLECTBEHHOCTb,
pekoMeHayeTCA B TeyeHue KkaneHaapHoro roda perynspHo nybnukoBaTb WMHGOPMAaLUMOHHbIE MaTepuansl,
MOCBSILLEHHbIE OTAENbHLIM acnekTam WHMOPMaLUMOHHOM Ge30nacHOCTM Kak HEeCOBEPLUEHHOMETHUX, Tak U
obLeobpasoBaTenbHbIX OpraHM3auuid, a TawkKke pasnuyHble MamsTkM, 0630pbl  HOPMAaTWBHO-NPaABOBOIO
perynupoBaHusi aHHON cdepbl U MHOPMaLMIO O aKTyarnbHbIX MEPOMNPUATUSX U COBLITUSIX B JaHHOW cdepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHayeTcsi obecneynTb
BbIMYCK TEMAaTMYEeCKOro BbiNycka cpeAcTBa MaccoBon MHgopmauun nmbo cepum nybrvkauumn, cpegu KoTopbIX
paccMOTpPeTb OpraHM3oBaHHbIE MepPoNpUATUS ANd obydalrowmxcs, Ux pogutenen (3akoHHbIX npeacTaBuTenen) u
negarornyeckon obLecTBEHHOCTN.

OdwmumnanbHble UHTepHeT-pecypchbl
O6Lleobpa3oBaTenbHbIM  OpraHn3auusM pekoMeHOyeTcs Ha cBoux oduumanbHelx WHTepHeT-pecypcax

obecneunTb (YHKLMOHMPOBAHWE CaMOCTOSITENBHOMO U cneuuanusnMpoBaHHoro pasgena "MHgopmaunoHHas
Ges3onacHocTb", B paMKax KOTOporo npeaycMoTpeTb pasMeLleHne cneaytoLein nHopmMaumu:

N Paspgen/nogpaspgen | ®opmat npeacraBneHuns CopgepxaHue maTepuarnos
maTtepuanos
1. |JlokanbHble Konunn fokymeHTOB B PasmeLluaroTcs Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE akTbl B | dpopmaTe *PDF CKaHUPOBAaHHbIN BapnaHT JOKYMEHTa,
chepe obecneyeHus cooTBeTCTBYOWUA TpeboBaHNAaM K
NHPOpPMaLIMOHHON napamMeTpam CKaHMpOBaHUS.
6e3onacHocTu PasmMellaoTca JOKYMEHTHI,
obyyatomxcs pernaMeHTUpyloLmne opraHm3aumio u

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MEPONPUATUIA NO obecnevyeHunto
MHopMaLNOHHO Ge3onacHOCTU
oby4yarowmxcs u gpyrue.

2. |HopmatusHoe Konuu fokymeHTOB B My0GnukytoTCs akTyarnbHble CBEAEHUS O
perynuposaHue dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax OpraHoB BnacTu U gpyrue
HOPMaTUBHO-MPaBOBbIE JOKYMEHTHI,
pernaMmeHTupyloLmne obecnevyeHne
WMHpopMaLNoHHO Ge3onacHOCTU
HecoBepLleHHoneTHuX. [lonyckaeTcs
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BMECTO KOMUWIA pa3mellaTtb MMnepccbinikn Ha
COOTBETCTBYHOLLMNE AOKYMEHTLI HA canTax
OpraHoB rocyapCTBEHHOM BNacTu.

3. |MNeparornyecknm TekcT Ha cTpaHuue PasmeLlatotca metoamyeckme
paboTHMKam caunTa peKkoMeHAaLmMmn 1 yKa3biBaeTCs
Konuu gokymeHTOB B MHGOpMaLNs O MEPONPUATUSIX, MPOEKTaXx
dopmaTte *PDF M NnporpaMmmax, HanpaBfeHHbIX Ha

noBblLLEeHNE NHOPMaLMOHHOM
rPaMoTHOCTM NeJarorn4eckux paboTHNKOB.

4. | Obyvarowumces TekcT Ha cTpaHuue PasmeluaeTcsa nHdopMaLNOHHasa namMmsaTka
canta (npunoxeHue N 2) u ykasbiBaeTcst
MHOpMaLNs O MEPONPUATUSIX, MPOEKTaXx
W MporpaMmax, HarnpaBfieHHbIX Ha
noBblLLEHNE NHDOPMALMOHHOM
rPaMoTHOCTM 0By4YatoLmnXCs.

5. | Poautensm (3akoHHbIM | TEKCT Ha CTpaHuue PasmeLlaeTtca nHdopmaumoHHas namsTka
npeacTaBuTENAM) cavita (npunoxenue N 3).
obyvatowmxcs

6. |[etckune 6esonacHble | TeKCT Ha cTpaHuue Pasmellaetca nHdopmaums o
canThbl caunTa peKkoMeHOyeMbIX K MCNONb30BaHMIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
BGaHHepbl 6e30NacHbIX ETCKUX CalTOB.

OpraHaM, OCyLLEeCTBNSIIOLLMM ynpaBrneHue B cpepe obpa3oBaHns, pEKOMEHOYETCS HA CBOMX OhuLManbHbIX
WHTepHeT-pecypcax obecneuntb (YHKLUMOHUPOBAHWE CaMOCTOSITENBHONO M CreuuanuM3upoBaHHOro pasgena
"MndopmaumoHHasa 6e3onacHOCTL", B pamMKax KOTOPOro NpeaycMOTpeTb pa3MeLleHue cneayowen nHopmaumm:

Mpunoxexne N 1

NAMATKA }
[ANS OBYYAIOLLMXCSA OB UHPOPMALIMOHHOWN BE30MACHOCTM AETEN

HENb3A

1. Bcem nogpsa coobuiate CBOK YaCTHYH MHGOPMaLMo (Hactosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpadumn cBou, CBOEN CEMbU U ApY3en);

2. OTKpbIBaTb BMNOXEHHbIE (halnbl ANEKTPOHHOW NOYTbI, KOrda He 3Haellb OTNPaBUTENS;
3. MpybuTh, NpuaMpaThCs, Oka3biBaTb AABMEHME - BECTU Cebsl HEBEXITMBO U arpecCuBHO;
4. He pacnopsikaics AeHbrammu TBoel ceMby 6e3 paspelleHnst cTaplunx - BCceraa cnpaluvean poauTenein;

5. He BcTpevanca ¢ NHTepHeT-3HaKOMbIMU B pearibHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
nosepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B VIHTepHeTe - coobLy 06 3TOM CBOMM poauTENsM
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UNn onekyHaw;
2. MNpurnawatoT nepenncbiBaTbes, Urpatb, 0OMeHUBaTbLCS - NPOBEPbL, HET NN NOABOXA;
3. HesakoHHoe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBan B3pocrbiM 0 Npobremax B CeTU - OHWU BCceraa noMoryT;

5. Wcnonb3yin HacTporikn 6e3onacHOCTU U NPUBATHOCTM, YTOObI HEe MOTEepPATb CBOM akkayHTbl B COLICETAX U
ApYrvx nopTanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenem;
2. Nonb3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbIIKY Ha Hero;
3. OTKpbIBaW TONbKO T€ CChINKK, B KOTOPbIX YBEPEH;
4. O6LaTbCcs 3a MOMOLLbIO B3POCHbIM - POAMTENW, ONEKYHbl U aAMUHUCTPALUSA CanToB Bcerga nomoryT;

5. Mponan oby4veHne Ha cante "CeTeBMYOK" U NONy4Yn NacnopT UMdpoBOro rpaxgaHnHal

Mpunoxexne N 2

MHOPOPMALIMOHHAA NAMATKA
ANA OBYYAIKOLWNXCA ANA PASMELLEHUA
HA OPULIMANBbHbIX UHTEPHET-PECYPCAX

C KaxgblM rogom MONogexun B MHTEPHETe CTaHOBUTbCS Bornblue, a LWKONbHUKM OOHU M3 CaMbIX aKTMBHbIX
nons3osartene PyHeta. Mexgy Tem, NOMMMO OFPOMHOMO KOfMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT W
npobnembl. 3Ta NnamATKa AOMKHa NOMoYb Tebe 6e3onacHO HaXOAUTLCS B CETU.

KomnbloTepHble BUpPYCbI

KoMnbloTepHbIN BUPYC - 3TO Pa3sHOBWAHOCTb KOMMbIOTEPHBIX MPOrpamMm, OTINYUTENbHOW OCODBEHHOCTbLIO
KOTOpOW SBNsAeTCA CNocoBHOCTb K pasMHOXeHWo. B gononHeHve k 3TOMy, BMPYCbl MOryT MOBpeauTb UNn
MONHOCTBbIO YHWYTOXWUTb BCe pavinbl M AaHHble, MOAKOHTPOSIbHbIE MOMb30BaTENO, OT MMEHM KOToporo Obina
3anyLleHa 3apaxeHHas nporpaMmma, a Takke nospefuTb UNN Jaxe YHUYTOXUTb OrnepaunoHHY0 CUCTEMY CO BCEMM
davinamu B LuenomM. B 6onblUMHCTBE CnyvyaeB pacnpoCTPaHSTCA BUPYChbl Yepe3 UHTEPHET.

MeToab! 3aWuTbl OT BPEAOHOCHBIX MPOrpamm:

1. Wcnonb3yih cOBpeEMEHHble OMNepauuoHHbIE CUCTEMbI, WMEKLIME Cepbe3Hbll YpOBEHb 3aliuTbl OT
BPEAOHOCHbIX NPOrpamm;

2. lMocTosHHO ycTaHaBnmMBan nayty (LudpoBble 3annaTkv, KOTOpble aBTOMaTUYECKW yCTaHaBNMBAKOTCSH C
Luenblo gopaboTku nporpamMmbl) U Apyrve OoBHOBNEHMSA CBOeW onepaunoHHOWN cucTembl. CkaumBan KX TOMbKO C
othmumnansHoro canta pa3pabotunka OC. Ecnu cylwecTByeT pexum aBToOMaTUYeCcKkoro 0OHOBIEHMS, BKITHOUU €rO;

3. Pabotait Ha cBOeEM KOMMbOTEpe NoA NpaBaMu NoMb30BaTens, a He agMUHUCTpaTopa. JTO He NO3BONUT
GONbLUMHCTBY BPEAOHOCHbBIX MPOrpamMM MHCTaNIMpPoBaTbCsl HA TBOEM NEPCOHANBLHOM KOMMbIOTEPE;

4. Vcnonb3yn aHTUBUPYCHblE MporpaMMHble NPOAYKTbl WU3BECTHBLIX NPOU3BOAMTENEN, C aBTOMAaTUYECKUM
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obHoBneHnem 6as;
5. OrpaHuyb hrsmyecknin 4OCTYN K KOMNbIOTEPY AN MOCTOPOHHUX KL,

6. Vicnonb3yi BHELWHWe HOCUTENW MHAOPMaLNK, TakMe Kak doneLuka, AUCK UM dann u3 MHTepHeTa, TONbKO
13 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpbiBa KOMMbIOTEPHbIE (Palnbl, MOMy4YeHHble U3 HEeHaAeXHbIX UCTOYHWKOB. [Jaxe Te cbannbl,
KOTOpble npucran TBOW 3HaKOMbIN. Jlyylle yTOYHU Y Hero, oTnpasnsan nm oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTo He BMAO nepedayn OaHHbIX, HE TEXHONOrMs, a Bcero nuwb O6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackas komnaHus 3apernctpuposana 6peHg "WECA", yto oGosHadano crnosocouveTaHue "Wireless
Fidelity", koTopbin nepeBoauTCcs Kak "GecnpoBogHast TOMHOCTb".

[o Hawero BpemeHu powna gpyras abbpeBuaTypa, KOTOpas SABMSIETCS TaKOW Xe TexHomorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe Obi0 AaHO C HAMEKOM Ha CTaHAapT BbicLlen 3BykoBon TexHukn Hi-Fi, yto
B NepeBoje 03HayaeT "BbICOKas TOYHOCTL".

Ha, GecnnaTHblA MHTEPHET-AOCTYN B Kade, OTeNsX M aspornopTax ABNSeTcs OTNIMYHOM BO3MOXHOCTbIO
BbIXOAa B UHTEPHET. Ho MHOrMe akcnepTbl cunTatoT, 4To obwenoctynHble Wi-Fi ceTu He aBnatoTca 6e3onacHbIMu.

CoBeTbl N0 6e3onacHoCTH paboTbl B 06wWenocTynHbix cetax Wi-fi:

1. He nepepaBai cBoO nu4yHyo unHdopMauuto yepe3 obuwenocTtynHole Wi-Fi cetn. PaboTtas B HuX,
XenatenbHO He BBOAMTb Maponuv OCTyNa, NOrMHbl 1 Kakne-To HOMepa;

2. cnonbayi 1 06HOBNANW aHTUBUPYCHbIE NporpaMmbl 1 bpaHamayep. Tem cambim Tbl 0b6e3onacub cebs ot
3aKayky BMpyca Ha TBOe YCTPOWCTBO;

3. Mpwu ncnonesoBanmum Wi-Fi oTkntoum doyHkumto "O6Lmin goctyn Kk dpannam u npuHtepam”. [laHHas pyHKUms
3aKpbiTa MO YMONYaHWIO, O4HAKO HEKOTOpble MOMb30OBaTeENM akTUBMPYIOT ee Ana yaobCTBa UCNONb30BaHUSA B
paboTte nnn yyebe;

4. He ncnonb3yn nyonmyneii WI-FI ans nepegaym nyMyHbIX AaHHbIX, HANPUMMEpP Ansi BbIXo4a B COLManbHble
CeTU UINKN B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yi Tonbko 3awmeHHoe coeauHeHue vepes HTTPS, a He HTTP, T.e. npu Habope BebG-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTknoum dyHkuuio "TogkntodeHne k Wi-Fi aBTomatudeckun”. He pgonyckan
aBTOMaTU4YeCKOro NoAkniveHust yctponcTea k cetam Wi-Fi 6e3 1Boero cornacusi.

CoumanbHble ceTn

COLI,I/IaJ'II:HbIe CeTN aKTMBHO BXOOAT B Hally XW3Hb, MHOrmne noau pa60Tar0T N XMBYT TaM NOCTOAHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg 4erioBek, YTO SABMASETCA OAHOW CeObMOM BCEX XUTenen nraHeThbl.
MHorve nonb3oBaTtenu He NMOHNMAKOT, YTO Mchopmau,vm, pa3mMelleHHada MMn B coumnarnbHbIX CEeTAX, MOXET ObITb
Ha|7|,u,eHa M ncnosnb3oBaHa KeM yrogHo, B TOM 4Yucrnie He obsa3aTenbHO ¢ 6narumm HaMepeHnamu.

OcHoBHble coBeTbl Mo 6e30NacHOCTN B coLManbHbIX CETSX:
1. OrpaHun4b cnncok gpy3en. Y Tebs B Apy3bsax HE AOMMKHO ObiTb CNyYanHbIX U HE3HAKOMbIX N0AEN;
2. 3awumiian CBOK YacTHYH XM3Hb. He ykasbiBal maponu, TenedoHbl, agpeca, AaTy TBOErO POXAEHUS U

OPYryo NUYHYKO Mchopmau,mo. 3J'|0yMbIIJJJ'IeHHI/IKl/I MOTYT UCNONb30BaTh AaXe Mchopmau,mo O TOM, KaK Tbl 1 TBOU
poauTenn nnaHnpyetTe NpoBeCTU KaHUKYIbI;

KOHcyanaHTI'Imoc www.consultant.ru CtpaHuua 6 n3 15

HageXHasa npaBoBas noaaepXxka



<Mucemo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHdopmauumn”
(BmecTe ¢ "MeToamyecknMy pekomeHgaumusamum o...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
Harta coxpaHeHus: 06.06.2018

3. 3alwumiuait cBo penyTauuio - IepXu ee B YACTOTe U 3agaBait cebe Bonpoc: xoTen 6bl Tbl, YTOOLI Apyrue
nonb3oBaTenu BUAenu, YTo Tbl 3arpyxaelub? Mogymai, npexae Yem 4To-To onybrnvkoBaThb, HanUcaTb U 3arpy3uThb;

4. Ecnv Tbl rOBOPULLL C NIOABMUW, KOTOPbIX HE 3Haellb, HE UCMOMb3yi CBOE pearibHOe UMS U OPYryo NINYHYIO
NHdOpMaLMK: UMSI, MECTO XXUTENbCTBA, MECTO y4ebbl U Npoyee;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M306pakeH Ha MEeCTHOCTU, MO KOTOPOM MOXHO
onpenenuTb TBOE MECTOMOSIOXEHUE;

6. Mpu peructpauumn B coumnansHOM ceTn HeobXoaMMO MCNONb30BaTh CIIOXHbIE Naponu, cocToswme 13 6yks
N undp 1 € KONMYECTBOM 3HAKOB HE MeHee 8;

7. [Ins coumnanbHOM ceTn, NOYTbI U Apyrnx caToB HEOBX0AMMO MCMONb30BaTb pa3Hblie naponu. Torga ecnu
Teba B3nomatot, TO 3M10YMbILUNEHHUKN nonydaT AOCTYyn TOJIbKO K OAHOMY MECTY, a He BO BCe Cpasy.

3HeKTp0HHbIe AEHbI'n

SJ'IeKTpOHHbIe AOEHbIN - 3TO O4YEHb y,D,O6HbIl7I crnocob nnartexen, ogHako CyWeCTBYOT MOLUEHHUKN, KOTOpble
XOTAT NONY4YUTb 3TN AEHbIU.

SJ'IeKTpOHHbIe AeHbrn noaBuincb coecemMm HegaBHO U UMEHHO K3-3a 3TOro0 BO MHOIMMX rocygapcrtBax Ao Cux
nop He NPonnucaHo NpPo HMUX B 3aKOHaXxX.

B Poccum ke OHU (PYHKUMOHUPYIOT M O HUX YKe MPOMMUCaHO B 3aKOHe, rae WX pasfensitoT Ha HEeCKONbKO
BMOOB - @aHOHUMHbIE WU HE aHOHWMMHblE. PasHuMua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOpbIX paspeluaeTcs
npoBoAnTbL onepauun 6e3 naeHTUMKauuM nonb3oBaTensl, a B HEAHOHUMHbIX MOEHTU(MKaLUS nonb3oBaTens
ABNsieTcs 0b6A3aTeNnbHOMN.

Tawke cnegyeT pasnuyatb OMEKTPOHHble WaTHble AeHbrn (paBHbl FOCYAapCTBEHHbIM BanTam) U
3MNEKTPOHHbIE HedmaTHbIE AeHbIM (HEe paBHbl rOCY4apPCTBEHHBIM BanoTam).

OcHOBHble CoBEeTbI N0 Ge3onacHom pa60Te C 3J1EKTPOHHbIMU OEHbramu:

1. TpuBSHKM K cHETY MOOWIbHBIN TenedoH. 3TO camblil YAOOHbIN M BbICTPLIN CNOCO® BOCCTAHOBUTL JOCTYM K
cyeTy. [NpuBaA3aHHbIV TenedoH NOMOXeT, ecnu 3abydellb CBOM MraTeXHbI Naponb Unu 3argellb Ha CauT C
He3HaKOMOro YCTPOMWCTBA;

2. VlCFIOJ'Ib3y17I OHOpa3oBblie Maposin. Mocne nepexoga Ha yCUINEeHHyK aBTOpusauunto Tebe yxXe He 6y,c|,eT
YrpoXxatb ONMacHOCTb KpaXXu Ui nepexsarta nriiaTexHoro napons;

3. Boibepu crnoxHbin naponb. [NpectynHukam GygeT He MPOCTO yragaTb CNOXHbBIM Naponb. HagexHble
naponu - 3To Naponun, KOTopble coaepXaTt He MeHee 8 3HaKOB 1 BKITKYAOT B ce6s CTPOUHbIE 1 MPONUCHbIE BYKBHI,
LUMdpbl U HECKONBbKO CMMBOMOB, TakuMe Kak 3Hak donnapa, dyHTa, BOCKNMUATENbHBIM 3HaK 1 T.n. Hanpuwmep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE AaHHbIE HA canTax, KOTOpPbIM HE AOBEpAELlb.
SHEKTPOHHaﬂ noyTa

OneKkTpoHHasa no4vta - 3TO TEXHOMNOMMs U MpefoCTaBMsieMble €K YCMyrM Mo Mepechbiike U MNOMyvYeHuHo
3NEKTPOHHbIX COOGLLEHNI, KOTOpbIE pacnpenensaTcs B KOMMNbOTEPHON ceTu. OBbIMHO 3MEKTPOHHbLIN MOYTOBLIN
AWMK BbIMMSAMT criegylolwmMm obpasoM: UMs_Nonb3oBaTend@ums_AomeHa. Takke KpOMe nepefadn npocToro
TeKcTa, UMeeTCsi BO3MOXHOCTb NnepegasaThb doansbl.

OcHoBHble coBeTbl N0 Be3onacHoin paboTe ¢ 3NeKTPOHHON NOYTOMN:

1. Hago BbiGpaTb npaBunbHbIA MOYTOBBIA CepBUC. B MHTepHeTe ecTb OrpomHbii BbIGOp GecnnaTtHbix
MOYTOBbLIX CEPBUCOB, OAHAKO NyyLle [0BEpPATb TEM, KOTO 3HAELb U KTO NEPBbIN B PENTUHTE;
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2. He ykasblBah B JIMYHOW MOYTE JNYHYKO  uHopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_haHat@" nnm "pok2013" BmecTo "Tema13";

3. Vicnonb3yi ABYXaTanHyk aBTOpM3auuio. ATO Korga NOMUMO Maponst HYXXHO BBOAUTb KOA, NPUCHINaeMbIi
no SMS;

4. Bbibepu crnioxHbIn naponb. [ns kaXkgoro noyYToBOro SiLMKa AOJPKEH OblTb CBOM HAOEXHbIA, YCTOMUYUBLIN K
B3MOMY Naporb;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHBIA BOMPOC, NCMOMb3Y 3Ty BO3MOXHOCTb;

6. Vicnonb3yin HECKONBbKO MOYTOBBIX ALWMKOB. [MepBbIf AN YaCTHOW Nepenuckn ¢ agpecataMmu, KOTOPbIM Tbl
JoBepsielllb. ATO ANEKTPOHHbIV aApec He HAZ0 UCNOoNb30BaTh NPU perncTpaunm Ha opymax 1 canTtax;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NMUCbMax, AaXe eCnuv OHW NPULLINM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABIIANN N1 OHN Tebe 3T dannel;

8. MNocne okoH4YaHus paboTbl HA NOYTOBOM CEpPBUCE Nepepn 3akpbiTUeM BKNaOkM ¢ canToM He 3abyab HaxaTtb
Ha "Bbiitn".

KnGepO6ynnuHr unu eupTyanbHoe nsgeBaTeNbCTBO

KnGepOynnuHr - npecnenoBaHne COOGLLEHVSIMU, COAEPXKalUMMU OCKOPOIeHUsl, arpeccuto, 3anyrmBaHue;
XYNUraHCTBO; coLmaribHoe GoMKOTUPOBaHME C MOMOLLbIO Pa3fNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepOyNIMHIrom:

1. He 6pocawics B 6on. Jlyywnii cnocob: nocoBeToBaTbCH Kak cebst BECTM U, €Cnn HeT TOro, K KOMY MOXHO
obpaTuTbCsi, TO BHa4ane ycnokoutbcs. Ecnu Tbl HauyHelb oTBeYaTb OCKOPGNEHUsIMN Ha OCKOPONEHUs, TO TOMbKO
ele 6onblue pasoxKellb KOHINKT;

2. YnpaBnsn cBoewn knbeppenytaunen;
3. AHOHUMHOCTb B C€TM MHMMasi. CyLLecTBYIOT CNOCOObI BbIACHUTL, KTO CTOUT 3@ @aHOHUMHbBIM akkayHTOM;

4. He cTouT BECTU XynuraHckui obpas BMpTyanbHOWM XM3HW. MIHTepHET UKCUpyeT BCe TBOW AEWCTBUS U
coxpaHsieT ux. Yoanutb ux 6ygeT kparHe 3aTpygHUTENbHO;

5. Cobniogan cBok BUPTYarbHYH YECTb CMOSOAY;

6. VrHopupyin eguHuYHbIA HeraTue. OpHOpasoBble OCKOPGUTESIbHbIE COOGLLEHUSI Nydlle WUIHOpUMpPOBaThb.
OO6bIYHO arpeccusi NpekpallaeTcsi Ha HavarnbHOW CTaauu;

7. BaH arpeccopa. B nporpammax oGmMeHa MrHOBEHHbIMW COOOLLEHUSIMU, B COLMAanbHbIX CEeTSX eCTb
BO3MOXXHOCTb GIOKMPOBKM OTNPaBky COOBLLEHWIA C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBou AeicTBUS: BLICTYNUTb NPOTUB NpecriegoBatens, nokasaTtb emy,
YTO ero OeiCTBUS OLEHMBAIOTCS HeraTMBHO, MoadepkaTb KEpTBY, KOTOPOWM HYXXHa Mcuxoriornyeckas NoOMOLLb,
COOBLUUTL B3POCHbIM O haKTe arpecCUBHOrO NOBEAEHMUS B CETU.

Mo6unbHbIN TenecgoH

CoBpeMeHHble cMapTOoHbl U MnaHLWeTbl coaepxaTt B cebe BMonHe B3pOChbI (PyHKLMOHANM, U TENEPb OHU
MOrYT KOHKYpMpOBaTb CO CTaLMOHapHbIMK KoMMbloTepamu. OgHaKo, CPeACcTB 3alumTbl Ans NofobHbIX YCTPOMCTB
noka o4YeHb Mano. TecTUpoBaHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT HE Tak MHTEHCUBHO, kak ans MK, 1o xe
camoe KacaeTCsl U MOBUMbHbLIX MPUMOXEHWN.

CoBpeMeHHble MOOWNbHble 6Gpay3epbl YKe MpakTUYecku [OorHanuM HacTombHble aHamnory, oaHako
paclumpeHmne yHKLMOHana BneyYeT 3a co60i GOMbLLYI0 CIOXHOCTb U MEHbLUYIO 3aLLUMLLEHHOCTb.
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[aneko He BCe MpoOM3BOAUTENW BbiMyCcKalOT OOHOBMEHWS, 3aKpbiBAKOLIME KPUTUYECKME YA3BMMOCTM AN
CBOWIX YCTPOMNCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTM MOBUNbHOro TenedoHa:

Hunyero He gBndetcs no-HactoAawemy OecnnaTtHbIM. Eyﬂ,b OCTOpPOXEeH, BeOb Korga Tebe npegnararoT
©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl Kakme-TO nnaTtHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTo nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW ByayT B KOHEYHOM
ntore?

Heobxoaumo oOHOBNATE ONEpaLMOHHY0 CUCTEMY TBOEro cMapTdOHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl 45151 MOBMNbHbBIX TENeOHOB;

He 3arpyxai npunoXeHnss OT HEW3BECTHOrO MWCTOYHMKA, BeOb OHWM MOTYT cofepxaTb BPEAOHOCHOE
nporpaMmmHoe obecneyveHue;

Mocne TOro Kak Thbl BbideLWwb C canTa, rae BBOAWM MUYHYI0 MHopMauuio, 3anamn B HacTponkn BGpaysepa u
yaanu cookies;

Mepuroamnyeckn NpoBepsiv, kKakne nraTHble YCIyrn akTUBMPOBaHbI HA TBOEM HOMEPE;
[aBan cBon Homep MOBUITbHOrO TenedoHa TOMbKO NI0AAM, KOTOPbIX Thl 3HaELb U KOMY AOBEpPSELLb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Thl UM He Nofb3yellbes. He 3abbiBavi MHOra4a npoBepsTh 3TO.
Online urpsbi

CoBpeMeHHble OHManH-Urpbl - 3TO KpPacOYHble, 3axBaTbiBaloline pasBrieyeHusl, OObEeAMHSIIOLME COTHM
ThICSIY YENoBeK Mo Bcemy mupy. Urpoku mnccrnedyoT AaHHbIM UM Mup, obliarTcs Apyr C APYroM, BbIMOMHSOT
3a/1aHusi, CPaXaKTCA C MOHCTPaMU 1 NonyyaroT OnbIT. 3a yA0BONbCTBME OHM NNATAT: MOKYNaT ANUCK, ONnadvnsaT
aboHeMeHT nnm NpuobpeTarT Kakne-To onuuu.

Bce atu cpeancrtea wmayt Ha nogaepXaHnme wun pas3sutue Uurpbl, a TakKke Ha CcaMmy ©e30nacHoOCTb:
COBEPLUEHCTBYKOTCA CUCTEeMbl aBTOpuU3aunn, BbiMYCKAKTCA HOBbIE MaTyu (LJ,VI(*)pOBbIe 3annaTtkm and nporpaMM),
3aKpbIBAKTCA YA3BMMOCTU CepBEpOB.

B nogoGHbIx nrpax CTout onacaTtbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXun TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm OonblIMHCTBA nrp.

OcHoBHble coBeTbl M0 6e30nacHOCTN TBOEro UrpoBOro akkayHTta:

1. Ecnu gpyron urpok Beget cebs nnoxo unu cosgaet Tebe HenpusaTHOCTM, 3abrokMpyn ero B Chvcke
UrPOKOB;

2. I'Iomanyﬁcn agMUHUCTpAaTopamM Urpbl Ha nJyioxoe noBegeHne 3TOro Urpoka, >XenatesibHO TMPUIoXnTb
Kakme-To goKa3aTesibCTBa B BUae CKPUHOB;

3. He ykasbiBan nuyHyto nHdopmaumio B npodanne vrpsl;
4. YBaxai gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnmBan HeodurumanbHble naTyv U Moabl;

6. Nlcnonb3yn CNoXHble U pasHble naponu;

7. Jaxe BO BpeMmsi Mrpbl He CTOWUT OTKMOYaTb aHTUBMpYC. Moka Tbl Urpaellb, TBOW KOMMbIOTEP MOTYT
3apasuTh.
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PULINHT Unm Kpaxa JIN4YHbIX AaHHbIX

OOGbluHOM  KpaXkenW [eHer W JOKYMEHTOB CerofHs yXKe HUWKOro He YAMBUWBL, HO C  pasBUTUEM
WNHTEPHET-TEXHOMOMI 3M10YMbILLNEHHVKN NEPEMECTUNUCE B MHTEPHET, W NPOAOIKAT 3aHMMaTbes "nMobuMbIM”
Aernom.

Tak nosiBunacb HOBasi yrpo3a: MHTEPHET-MOLLUEHHNYECTBA NN (OULLIMHT, FMaBHas Lefb KOTOPOro COCTOUT B
nony4eHMn KoHuaeHUnanbHbIX AaHHbBIX NONb3oBaTenen - NOrMHOB U naponen. Ha aHrnuiickom asbike phishing
yntaeTca kak uwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 Bopbbe ¢ hULLIMHroM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Oblfa B3riomaHa, To Heobxoanmo
3abnokupoBaThb ee 1 COOOLLMTbL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yn 6e3onacHble BeO-calTbl, B TOM YUCIE, MHTEPHET-MarasnHoOB M NMOUCKOBLIX CUCTEM;

3. Vicnonb3ayii cnoxHble n pasHble naponu. Takum obpasom, ecnv Tebs B3NOMalT, TO 3M0YMbILLNEHHUKN
nony4aT AOCTYN TOSIbKO K OOHOMY TBOEMY NPOUIIIO B CETH, @ HE KO BCEM;

4. Ecnn Tebs B3nomanu, To Heobxoanmo npegynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpble Ao6aBneHbl y Tebs
B OPY3bsX, O TOM, YTO TeGs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn GyaeT pacchbinaTbCa Cnam W CCbIfKN Ha
PULLNHIOBbIE CalThI;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOOUIbHBIV TenedoH;
6. OTknIoUM coxpaHeHne napons B 6paysepe;

7. He oTKpbiBaln dannbl U Apyrue BIOXKEHUS B NMUCbMax, AaXe €CiM OHM NpULM OT TBOMUX Apy3en. Jlyduwe
YTOYHM Y HUX, OTNPABANN N1 OHW Tebe aTn dannol.

LUundpoBasa penytauus

LindppoBas penytaums - 3T0 HeraTMBHas UnNun NO3nTMBHas uHdopmauns B cetn o Tebe. KomnpomeTtumpytowas
nHdopmaums, pasMeLleHHas B MHTEepHETe, MOXET Cepbe3HbiM 06pa3oM OTpasvTbCH Ha TBOEW peanbHOW XU3HW.
"UndpoBas penytaums” - 3To TBOW UMUK, KOTOPbIN hopmMupyeTcs M3 nHdopmaummn o Tebe B MHTEPHETE.

TBOE MECTO XWTenbCTBa, yqe6b|, TBOE (*)VIHaHCOBOG nonoxeHune, ocobeHHoCTn Xapaktepa M paccKkasbl O
ONN3KMX - BCe 3TO HaKannMBaeTcH B CEeTU.

MHorve nOApPOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaummM nudHoW uHdopmaumm B WHTepHeTe, He
NMOHMMasi BO3MOXHbIX NOCNeacTBUin. Thl Jaxe He CMOXellb AoragatbCcs 0 TOM, YTO doTorpadus, pasmelleHHas 5
neT Hasaf, cTana NpU4MHOM OTKa3a NpuHSATb TebsA Ha paboTy.

KomMeHTapuu, pasmelleHve TBoux doTtorpaduii n gpyrne AencTBUSA MOTYT HE MCYE3HYTb Jaxe Mnocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3Haelb, KTO COXpaHun 3Ty MHopmauumio, nornana M oHa B MOUCKOBbIE CUCTEMbI U
COXpaHunacbh N OHa, a rmaBHOE: YTO MOAYMAalOT O Tebe OKpyKaloLLme noaun, KOTopble HangyT U yBUAAT 3T0. Hantu
NMHOPMALIMIO MHOTO MET CNYCTA CMOXET fobon - kak M3 Aobpbix NobyXaeHun, Tak N C HaMepeHneM NPUYUHUTL
BpeA. ATO MOXET ObITb KTO YrOAHO.

OcHOBHble COBETHI MO 3almTe LMPOBON penyTaumm:
1. NMogymain, npexae 4em 4To-TO NY6nMKoBaTh U NepenaBaTh y cebsi B 6riore nnv B coumnanbHON ceTw;

2. B HacTponkax npogunsa ycTaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro NMpoduna U ero conepXxumoro,
caenaw ero Tonbko "ons apysen";

3. He pa3smeluaii 1 He ykasbiBaii MHGOpPMaLWIo, KOTOpasi MOXET KOro-rimbo 0CKopGNATL UK 06UXaTb.
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ABTOpCKOe npaBo

CoBpeMEeHHbIe LUKOMBbHUKN - aKTUBHblE Morib3oBaTeny uudgposoro npoctpaHcTea. OgHako Aaneko He Bce
3HalOT, YTO MOJSIb30BaHME MHOMVMM BO3MOXHOCTSIMM LudpoBoro Mupa TpebyeT cobniogeHus npaB Ha
WHTENNeKTyanbHyt0 COGCTBEHHOCTb.

TepMuH "MHTennekTyanbHash COBCTBEHHOCTb" OTHOCUTCSA K pasfnMyYHbIM TBOPEHMSIM YENOBEYECKOro yma,
HauMHasa C HOBbIX M30OpETEHUN U 3HAKOB, 0603HAYalOLNX COBCTBEHHOCTb Ha MPOAYKTbI U YCNyru, U 3akaHyuBasi
KHuramu, otorpadmsamm, KUHOPUIIbMamMm 1 My3blkanbHbIMU NPOU3BEAEHNAMMU.

ABTOpCKUWE NpaBa - 3TO NpaBa Ha MHTENNEeKTyanbHyl COBCTBEHHOCTb Ha NPOU3BEAEHUS HAYKW, NUTepaTypbl
N UcKyccTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTMKM TOrO, YTO MHTENMEKTyarnbHbIN/ TBOPYECKUI TPyS
aBTopa He OyaeT HanpacHbIM, acT eMy CnpaBeifvBbie BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero TpyAaa,
Mony4nMTb W3BECTHOCTb W npusHaHve. HukTo ©6e3 paspelleHuss aBTopa He MOXeT BOCNPOM3BOAWUTL €ro
npousBeAeHne, pacnpocTpaHaTb, NyGNNMYHO OEMOHCTPMPOBATh, NpoAaBaTb, UMMNOPTMPOBATL, MyckaTb B MpOKar,
Ny6nNnYHO MCNONHATL, NOKa3bIBATL/MCMONMHATE B 3dmpe unm pasmewatb B VIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
AaHHbIX K TBOMM akkayHTam A0 OroKMpoBKM TBOEro YCTPOWCTBA, A€ YCTaHOBIEHa HeneranbHasa nporpamma. He
CTOUT Takke 3abbIBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnartHble NPorpaMMbl, KOTOPblE MOXHO HAWTW B CETMU.

O noprane

CeTteBu4yoK.pd - TBOW rMaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXeEWb Yy3HaTb O 6e3o0macHOCTU B CeTu
MOHATHBLIM M AOCTYMHBIM S3bIKOM, @ MPU BO3HUKHOBEHUWN KPUTUYECKOW CUTyaumm obpaTnTbCHa 3a COBETOM. A Takke
MPUHATL y4acTue B KOHKypcax v cTaTb caMbiM LMGPOBLIM rpaxkgaHNHOM!

MpunoxexHne N 3
NAMATKA Ons POOUTENEN OB UH®OPMALIMOHHOW BE3OMNACHOCTWU OETEN

OnpegeneHue TepMuHa "vHdopmauunoHHas 6e3onacHocTb aeten” cogepxutca B depepanbHom 3akoHe N
436-$93 "O 3awute geter OT MHGOPMaLUK, MPUYMHAIOWEN Bped WX 300POBbI0 U PasBUTMIO", perynumpylolmm
OTHOLLUEHMS, CBA3aHHbIE C 3alUTON AeTen OT UHopMauun, NPUYMHALLEN Bpea UX 300pOBbIo U (UNK) pasBUTULo.
CornacHo gaHHOMY 3akoHy "WMHopMaumoHHas 6e30macHOCTb AeTer” - 3TO COCTOSIHME 3alUULLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYMHEHNEM MHOPMaLuen Bpeda Ux 340pOoBbI0 1 (Mnu) usnyeckomy,
NMCUXNYECKOMY, AYXOBHOMY, HPDAaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-O©3 nHdopmaumen, NpuUnMHAOLLENA Bped 340POBb0 U (UNK) pasBUTUIO
neTten, aBndeTcs:

1. MHpOpMaUus, 3anpeLleHHas Ansi pacnpoCTpaHEHUs1 Cpean AeTen;

2. vH(opmMauus, pacnpocTpaHeHWe KOTOPOW OrpaHWYeHO cpegu AeTen onpefenieHHbIX BO3pPacTHbIX
KaTeropumn.

3. K nHdbopmauuun, 3anpeLleHHon Ans pacnpocTpaHeHns cpeam aeTen, OTHOCUTCS:

4. vHdopMauusd, nobyxpalrowas geTen K COBEepLUEeHV0 AEWCTBUW, NPEeACTaBMsloWmnX yrpody UX XU3HU U
(vnu) 300poBbIO, B T.4. NPUYMHEHMIO BpeAa CBOEMY 300POBb0, CaMOyOMINCTBY;

5. cnocoGHOCTb BbI3BaTb y AETEN XenaHue ynoTpebutb HapkoTuyeckne CpeacTBa, NCUXOTPONHble U (M)
ofypMaHuBaloLle BellecTBa, TabayHble WU3Oenus, ankoronbHYH W CMUMPTOCOAEPXKallylo MNPOAYKUUI0, NUBO U
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[okymeHT npegoctasneH KoHcynbTaHTlnoc
Harta coxpaHeHus: 06.06.2018

HaNUTKKW, M3roTaBnvBaeMble Ha €ro OCHOBE; MPUHATbH y4acTue B asapTHbIX Urpax, 3aHMMaTbCs NPOCTUTYLIMEN,
OpoAsAKHNYECTBOM MU NONPOLLANHNYECTBOM;

6. obocHoBbiBawoLWasas wnu onpasAbiBalollast [OMNYCTUMOCTb Hacunua u  (MnM) XXeCcTokocTM nunbo
nobyxaatoLlas ocyLeCTBATb HACUbCTBEHHbIE AENCTBMS MO OTHOLLEHUIO K JIIOOAM U XKMBOTHBIM;

7. oTpyualoLLas ceMeiiHble LEHHOCTU U hOpMUpYIOLLLasl HeYBaXKeHVe K POAMTENSM U (MNn) APYIUM YneHam
cembi;

8. onpaBabiBatoLLas NpoTUBONPaBHOE NOBEAEHME;
9. cogepkallasi HeLleH3ypHyto 6paHb;
10. cogepxaluasa nHpopmaumo NnopHorpadunyeckoro xapakrepa.

K wvHdopmauun, pacnpocTpaHeHMe KOTOpPO OrpaHWYeHo cpeau [heTell OonpedesieHHoro Bo3pacTa,
OTHOCMKTCA:

1. nHpopmaums, NnpeacTaBnsemMas B BUae M3006paxeHUs UM onMcaHus XeCTOKOCTH, Prn3n4eckoro n (1nm)
MCMXNYECKOro Hacunms, NPeCTyNeHns UM NHOrO aHTMOOLLEeCTBEHHOIO AENCTBUS;

2. Bbi3blBaOWaAs y AeTen CTpax, yKac unv naHuky, B T.4. npeacTaBnsemas B Buae u3obpaxeHus wmm
ONMCaHWs B YHWKaKOLWEN YenoBedeckoe AOCTOMHCTBO (HOpMe HEeHacurbCTBEHHOM cmepTu, 3abonesBaHus,
caMoybuIncTBa, HeC4acTHOro criydasi, aBapuv Unm katactpodbl U (M) X NOCNEACTBUN;

3. npencraendemass B BMAE M300pPaXKEHUS UM ONUCAHUSA MOMOBLIX OTHOLUEHWUA MeXOY MY>XYUMHOW W
>KEHLLMHOMN;

4. copgepkallas GpaHHbIe CroBa U BblpaXkeHWsl, He OTHOCSALLMECS K HELLeH3YPHOW BpaHu.

C yyetom atoro Bam npepnaraioTtcs npasuna paboTbl B cetTm WHTepHeT AN pasnuyHbIX BO3PACTHbIX
KaTeropun, cobnogeHne KoTopbix NO3BONMT obecnevnTb MHpOpMaLMOHHYIO 6e30NacHOCTb BalLMX AETEN.

O6wue npaBuna ansa pogutenen

1. HezaBuncrMo oT Bo3pacTa pebeHka ucnonb3ynTe nporpaMMHoe obecneveHne, nomorawllee punbTpoBaThb
N KOHTPONMPOBaTb MHOPMALMIO, HO HE MonaralTech MNOMHOCTLIO HAa Hero. Bawe BHMMaHMe K pebeHKy - rmaBHbIN
MeTOo[ 3alUnTbl.

2. Ecnn Baw peGeHoK MMeeT akkayHT Ha ofgHOM u3 coumanbHbix cepsucoB (LivedJournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMATENBHO N3Y4YUTE, KaKyl0 MHPOPMaLMIO MOMELLAKOT €ro y4acTHUKN B CBOMX NPOGUISIX U
6riorax, Bkntoyas gpotorpacdum n Buaeo.

3. lMpoBepbTe, C Kakummy OpyrMMyM canTamMy CBsi3aH couuanbHbii cepBuc Balwero pebeHka. CTpaHWykm
Bawwero pebeHka moryT 6bITb 6€30MacHbIMK, HO MOTYT U CoaepXKaTb CCbINIKM Ha HEeXenaTerbHbIE U ONacHbIE CanThbl
(Hanpumep, NOPHOCANT, UK CalT, HA KOTOPOM ApPYr YNOMUHAET HOMEepP COToBoro TenedoHa Bawero pebeHka nnum
Baw pomaluHum agpec)

4. Moowpsante Bawwux geten coobwatb 060 BCEM CTPaAHHOM WM OTTaNKUBAKOLWEM U HE CIIULLIKOM OCTPO
pearnpynTte, korga oHv 3To AernatoT (M3-3a ornaceHust NoTepsTb JOCTYN K VIHTepHETY AeTn He roBOPAT poanuTensam
0 npobrnemax, a Takke MOryT Ha4aTb UCMOMb30BaTb VIHTEpHET BHe AOMa U LLKOSbI).

5. byabTe B Kypce ceTeBon xun3HN Bawero pebeHka. MIHTepecyiiTech, KTo ux Apysbs B IHTEpPHET Tak Xe, Kak
WHTepecyeTecb pearnbHbIMU OPY3bSAMU.

BospacTt ot 7 no 8 net

B MHTepHeTe pe6eHOK CTapaeTcda noceTnutb T€ U UHble CanTbl, @ BO3MOXHO M 4aThl, pa3pelieHne Ha
nocewieHne KOTOpbIX OH He nony4un Obl OT po,u,vlTene|7|. nOSTOMy poauTenam 0CcobeHHO MNonesHbl 6y,EI,yT TE
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OTYeThbl, KOTOpble MPefoCTaBnsAlTCA nporpaMMaMy MO OrpaHMYEeHU0  ucnonb3oBaHus WHTepHeTta, T.e.
Pooutenbckuii KOHTPOMb UK TO, YTO Bbl CMOXeETe YBMAETb BO BpeMeHHbIX hannax. B pesynbTarte, y pebeHka He
OyoeT ouylleHus, YTo 3a HUM BeAeTCH MOCTOSHHbIA KOHTPOMb, OA4HAKo, poautenu OyayT no-npexHemy 3HaTb,
Kakue caunTbl nocewaet ux pebeHok. [eTn B gaHHOM Bo3pacTe obnagaloT CUMbHbIM YYBCTBOM CEMbM, OHU
OOBEPYMBLI U HEe COMHeBakTCsi B aBTopuTeTax. OHu nobAT urpaTb B CeTeBble WUrpbl M NyTELEeCTBOBATb MO
VHTepHeTy, NCNomnb3ysi 3NEeKTPOHHYI0 MOYTY, 3aX04UTb Ha CanTbl U YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMMN.

CoBeTbl N0 Bbe3onacHocTu B ceTn IHTepHeT anga aeten 7 - 8 net

1. CospgaiiTe cnucCOK AoMalUHUX MpaBun noceleHust MIHTepHeTa Mpu ydacTum geTen u Tpebyinte ero
BbINOMHEHNSA.

2. TpebyiTte ot Bawero pebeHka cobnogeHns BpeMEHHbIX HOPM HaxXOXAeHUst 3a KOMMNbloTepoM. [NokaxuTe
pebeHKy, 4yTo Bbl HabnogaeTe 3a HMUM He noToMy 4To Bam aTo xo4yetcs, a noTomy 4to Bbl 6ecnokonTech O ero
Ge3onacHOCTW 1 BCeraa rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogknioveHnem K MIHTepHeTy OOMmKeH HaxoauTbCcs B OOLen KoMHaTe nog NpUCMOTPOM
poautenen.

4. Ncnonb3ynte cneumanbHble 4eTCKME MOMCKOBbBIE MaLUUHBI.

5. Vicnonb3ynte cpeactsa OrnokMpoBaHMSA HexenaTerbHOro KOHTEHTa Kak OOMONHeHWe K CTaH4apTHOMY
PoantensckomMy KOHTPONHO.

6. Co3pante ceMenHbIN SNEKTPOHHbIN ALLKK, YTOObI HE NO3BONUTL AETSIM UMETb COOCTBEHHbIE aapeca.

7. Bnokupynte goctyn k canWTam c OecnnaTHbIMU MOYTOBBLIMY SILLMKAMU C MOMOLLbIO COOTBETCTBYHIOLLErO
nporpaMmHoOro obecneyeHus.

8. Mpuyunte geten coseToBaTbCa ¢ Bamu nepen onybnukoBaHvem kakon-nnbo mvHgopmauun cpeacrsamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBIX OPM U NPOUNEN.

9. Hayunte geten He 3arpyxatb ainbl, NporpamMmmbl UK My3biKy 6e3 Ballero cornacus.
10. He paspeluante getsam Mcnonb3oBaTth CrykObl MTHOBEHHOrO 0OMeHa coobLLeHnaAMM.

11. B "Genbin" cnucok canToB, pa3spelleHHbIX Ofsi MOCELleHUs, BHOCUTE TONbKO CaWTbl C XOpoLuen
penyTauuen.

12. He 3abbiBavite 6ecenoBath ¢ geTbMu 06 nx Apy3bsx B MIHTepHeTe, Kak ecnuv 6bl pedyb Wwna o gpysbsx B
pearnbHOWN XWU3HW.

13. He genaiite "taby" 13 BONPOCOB MOJIOBON XWU3HW, TaK Kak B IHTEpHETE AETU MOTYT NIErKO HATKHYTLCS Ha
nopHorpadguio nnu cantel "gna B3pocnbix”.

14. MNpwnyuute Bawero pebeHka coobaTe Bam 0 Ntobbix yrpo3ax nnu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
OcTaBaniTecb CNOKOWHBIMU U HanoOMHUTE OEeTAM, YTO OHWM B 6e30nacHOCTM, ecrnv caMu pacckasanu Bam O CBOWX
TpeBorax. [loxBanuTe Mx 1 NOCOBETYWTE NOAONTY eLle pa3 B MOAOOHbIX Cyyasx.

BospacTt getenn ot 9 oo 12 ner

B paHHOM BO3pacTe AeTu, Kak MpaBumo, yKe HachbiwaHbl O TOM, Kakash MHGOopMauusi CyllecTByeT B
MHTepHeTe. COBEPLUEHHO HOPMAIribHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, yChbiwaTtb. [py 3TOM HYXHO
MOMHWUTb, YTO OOCTYN K HEeXenaTemnbHbIM MaTtepuanaMm MOXHO Ferko 3abrnokvMpoBaTb Mpy MOMOLLUM CPeacTs
Poantenbckoro KOHTpons.

CoBeTbl No 6e3onacHocTy ana geten ot 9 oo 12 net

1. Cosgante cnucok AoMallHMX NpaBun nocewleHust WHTepHeT npu ydactum pgeten un Tpebynte ero
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BbINOMHEHWS.
2. TpebywnTte ot Bawero pebeHka cobnogeHns HOpM HaXoXAeHUSA 32 KOMMNbIOTEPOM.

3. Habnopaite 3a peGeHkoM npu paboTe 3a KOMMNbIOTEPOM, MOKaXuTe emy, YTo Bbl GecrnokonTech O ero
6e30nacHOCTU 1 BCeraa rotoBbl OKasaTb eMy NOMOLLb.

4. KomnbloTep € nogkntoveHnemMm B WIHTEpHeT JOormkeH HaxoauTbCs B OOLWen koMHaTe noa npucMoTpoM
poauTenen.

5. Vicnonb3ynte cpeactea OGrnokMpoBaHMSA HexenaTernbHOro KOHTEHTa KaK OOMOMHeHWe K CTaHOapTHOMY
PoantensckomMy KOHTPOIHO.

6. He 3abbiBanTe npuHMMaTh HENocpeacTBEHHOe yvacTue B XnsHu pebeHka, 6beceqoBatb ¢ geTbMu 06 ux
Opy3bsix B VIHTepHeTe.

7. HactanBawite, 4Tobbl 4€TM HMKOr4a He cornallanucb Ha fMYHbIe BCTPeYn ¢ ApY3baMn No VIHTepHeTy.
8. MNosBonante geTam 3axoAuTb TOMbKO Ha canTbl N3 "6enoro” cnucka, KOTOpbIN co3aanTe BMECTE C HAMM.

9. MNpuyunTte geTen HUKOrAa He Bbl4aBaTb MUYHYIO MHAOPMALMIO CpeacTBaMM SMEKTPOHHOW MOYThI, YaToB,
CMCTEM MrHOBEHHOro obmMeHa COOBLLEeHNAMN, PerncTpaumMoHHbIX PopM, NMMYHBIX MPodUen n Npu perncTpaunm Ha
KOHKypcCbl B IHTepHeTe.

10. MNpuyynte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHns. OBbACHUTE UM, YTO OHW MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenartenbHoe nporpammHoe obecneveHue.

11. Coszgaiite Bawemy peGeHKy orpaHUYeHHYH yY4eTHYHO 3anuch Ans paboTbl Ha KOMMbOTEpE.

12. MNpwnyuute Bawero peberka coobwaTe Bam 0 Ntobbix yrposax nnu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToMm.
HanomHuTe getam, 4To oHM B 6€30MacHOCTU, eCcnn caMu pacckasanu BaM O CBOMX TPEBOrax 1 onaceHusx.

13. Pacckaxute getam o nopHorpadum B NHTepHeTe.

14. HacTtavBawTte Ha ToM, 4TOObI ATV NpefoCcTaBnsanM BaM AOCTYN K CBOEW 3MEKTPOHHON NoYTe, YTOObl Bbl
y6eamnuncb, 4To OHKU He obLLalnTCHa C He3HaKkoMLamu.

15. O6bsACHUTE OETAM, YTO HEMb3sl UCMONb30BaTh CEThb AN XYNUraHCTBa, PacrnpoOCTPaHEHUs CMMeTEH Unn
yrpos.

BospacTt geten ot 13 go 17 netr

B aTom Bo3pacTe NogpOCTKM aKTUBHO WUCMOSb3YT MOUCKOBbIE MaLUWHbI, MOMNb3YHTCS 3NEKTPOHHOWM NOYTON,
cnyx6amMy MrHOBEHHOro O06MeHa COOBLLUEHNSMU, CKAuMBAKOT MY3blKy M unbMbl. ManbumMkam B 3TOM Bo3pacTe
bonblle MO HpaBy cMeTaTb BCE OrpaHUYeHusl, OHWU XaxayT rpyboro tomMopa, as3apTHbIX WUrp, KapTWHOK "Ons
B3pocnbIx". [eBoukuM npeprnoumTaoT obwatbcs B 4aTax, Npu 3TOM OHW ropa3go 6ornee YyBCTBUTENbHbI K
cekcyanbHbIM foMoraTenbCcTBam B MIHTEpHeTE.

3ayacTyo B J@aHHOM BO3pacTe POAUTESNSIM YKe BECbMa CITOXXHO KOHTPONMPOBATb CBOMX AETEN, Tak kKak 0b
VIHTepHETE OHM Yyxe 3HAKT 3HaAUMTENbHO Gonblue CBOMX poauTenen. Tem He MeHee, He OTnyckanTe AeTen B
"cBobogHoe nnasaHue" no NHTepHeTy. CTapantecb akTMBHO y4acTBOBaTh B 06LWeHun pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnogate npaBuna MHTepHeT-6e30MmacHOCTM - corfalleHue  Mexay
poauTenaMu u getbMu. Kpome Toro, HeoGXoAMMO Kak MOXHO Yalle npocmaTtpuBaTb OTYETbl O AeSATEeNbHOCTU
aeteit B MHTepHeTe. CnedyeT obpaTuTb BHUMaHWe Ha HeobXoOMMOCTb COAep)KaHWs pPoAMTeNbCKMX Maposen
(naponei agMMHUCTPaATOPOB) B CTPOrOM CEKpeTe U 06paTUTb BHUMaHNE Ha CTPOroCTb 3TUX Naporei.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net
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1. Cosgante CNMCOK AOMAaLUHMX MpaBuil NocelwleHnst VIHTepHeTa nmpu ydacTum MOAPOCTKOB U TpebynTe
6e3ycnoBHOro ero BbinonHeHunss. O6roBopuTe ¢ pebeHKoM CNUCOK 3anpeLLeHHbIX CanToB ("4epHbIn CMCoK"), Yackl
paboTbl B IHTepHeTe, pykoBOACTBO N0 00LeHunto B IHTepHeTe (B TOM Yncrne B YaTax).

2. KomnbtoTep ¢ NoAaKntoyYeHnem K cetn UHTepHeT A0MmKeH HaxoanTbes B obLLeln KoMHaTe.

3. He szabbiBante beceposatb C AeTbMn 06 MX Apy3bsix B VIHTepHeTe, O TOM, YeM OHW 3aHSTbl Takum
obpasom, ByaTo pedb uaeT o0 Apy3bax B peanbHOM XusHu. CnpalumBante o NoasX, C KOTopbiMy AeTu obLuatoTes
nocpeacTBoM Cny6 MrHOBEHHOro o6MeHa coobLeHaMK, YTobbl yoeauTbes, YTo 3TW MOAN UM 3HAKOMbI.

4. Ncnonb3ynte cpeactsa ONokMpoBaHWUS HexenaTenbHOro KOHTEHTa Kak [OMOSIHEHWE K CTaHOapTHOMY
PoouTtenbckoMy KOHTPOSIH.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3ytoTca Baww pgetn. [Moowpsnte wncnonb3oBaHue
MOLEepUpYyeMbIX YaTOB M HacTauBarnTe, YToObl 4eTu He obLLanMcb B NPUBaTHOM peXxume.

6. HactanBante Ha TOM, 4TOObI AeTK HUKOTA4a He BCTPEYanuchb NUYHO C ApYy3bsiMu u3 cetn MiHTepHeT.

7. lMpuyunTte geTer He BblgaBaTb CBOK JMYHYK WMHGOPMALMIO CpeacTBaMy 3NEKTPOHHOW MOYThI, 4aToB,
CMCTEM MIHOBEHHOIO OOMeHa coobLLEHAMU, PErMCTPaUMOHHbIX POPM, MNYHBIX Npoduner n Npyu perncTpaunm Ha
KOHKypcCbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHns. O6bACHUTE UM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenaTtenbHoe nporpammHoe obecneveHue.

9. MNpuyunte Bawero pebeHka coobwatb BamM 0 NioObIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHute getam, 4To OHM B Ge3onacHOCTM, ecnu camu pacckasanum BaM, O CBOMX Yrposax Wnu TpeBorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOBHbIX crnyvasx.

10. Pacckaxute geTtam o nopHorpadum B MHTepHeTe. lNMomorMte Mm 3awmtmutbCs OT chnama. Hayuute
NoapoCTKOB He BblAaBaTb B VHTepHeTe CBOEro peanbHOro 9MeKTPOHHOrO ajpeca, He oTBevyaTb Ha
HexxenaTtenbHble MMCbMa 1 UCMONb30BaTh CneunanbHble NOYTOBbIE (PUNBTPLI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C cCanTaMmu, KOTopble NoceLlatoT NOAPOCTKN.

12. Hayuute pgetein yBaxkaTb APYrUX B UHTEpPHETE. Y6eamTech, YTO OHM 3HAIOT O TOM, YTO NpaBusia XOpoLLEro
noBefeHWs AeACTBYIOT Be3/e - AaXe B BUPTyaribHOM MUpE.

13. OObsAcHWTE p[geTaMm, 4YTO HWM B KOEM cCrnydae Henb3s ucnonb3oBatb CeTb ANA  XyNUraHcTea,
pacrnpocTpaHeHusi CNIeTEH UMK Yrpo3 OPYTUM MOASIM.

14. O6cyanTe ¢ NoApocTKamy NpobrieMbl CETEBbIX a3apTHLIX UMP U MX BO3MOXHbLIV puUcK. HanomHuTe, 4Tto
[AeTW He MOTYT UrpaTb B 3TU UIPbl COMMACHO 3aKOHY.

lMocTosHHO KOHTponupynTe ucnonb3osaHne NHTepHeTa Bawwnm pebeHkom! OTO He HapylleHne ero NMYHOro
NMPOCTPaHCTBa, a Mepa NPeAOCTOPOXHOCTM U NposiBreHve Balen pogutenbckol OTBETCTBEHHOCTH M 3a60ThI.
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